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SECTION 01
SCOPE OF THE ACT

1. What is the territorial scope of the Act? 2. What activities fall within the scope of the

Act?
The Act has a broad territorial scope and
is intended to have a wide application. It The Act imposes obligations for different Providers The most significant regulatory burdens under the Act are placed on Providers
rimarily places obligations on: i i i .
P yp ® categories of actor |n. the Al sy-stem production Providers are any person that develops an Al system, or a general-purpose Al model,
and deployment chain (collectively referred to . . L . . . -
» Operators (defined below) of Al systems . . with a view to placing it on the market in the EU or putting it into service within the EU,
as “Operators” in the Act). The type and extent . . .
who are involved in offering an Al system T . . . under its own name or trademark, whether for payment or free of charge, irrespective
of obligations which apply will depend on; (i) the . s
(or the output of an Al system) to the . N of whether those providers are located within the EU
. category of Operator a person falls into; and (i) the
EU rf-narke-t or who put an Al system into type and purpose of Al technology being used. Deployers Any person, using an Al system under its authority except where the Al system is used
service within the EU; and in the course of a personal, non-professional activity
® Providers who place general purpose Al See table table to the right listing the different ; -
models on the market within the EU. types of Operator covered by the Act. Importers Any person located or established in the EU that places on the .market an -AI system that
bears the name or trademark of a natural or legal person established outside the EU
These obligations can apply even if the . ; - i -
relevant Provider, Deployer or Distributor of Exclusions from the scope of the Act Distributors Any person in the supply chain, other than the provider or the importer, that makes an
an Al systems, or the relevant Provider of a Article 2 of the Act specifically excludes certain Al system available on the EU market

general purpose Al model, are themselves uses of Al from the scope of the regulation. For

located or established outside of the EU
(Article 2).

example:

the Act does not apply to the use of Al
systems for military or national security
purposes.

the Act does not apply to the use of Al
systems for the sole purpose of scientific
research and development.

the Act does not impose any obligations on
Deployers who are natural persons using Al
systems in the course of a purely personal
non-professional activity.

Where an Al system is classified as “high

risk” in accordance with Article 6(1) and

(2) (discussed further below) and relates to
the products which are covered by the EU
harmonisation legislation listed in Section B of
Annex |, only Article 6(1), Articles 102 to 109
and Article 112 of the Act applies. Section B of
Annex 1 contains a list of 8 pieces of product
safety legislation, covering a range of products
including aviation technology, agriculture

and forestry vehicles, marine equipment, rail

systems and motor vehicles. Article 6(1)
identifies those systems as high risk (but
does not impose obligations). Articles
102-109 amend certain existing EU
legislation and Article 112 sets out the
process for the Commission to amend
the categories of Al systems which will be
considered to be “high-risk”.




3. What is considered an Al system under
the Act?

An “Al system” is defined by Article 3 of the Act
as:

= 3 machine-based system

= that is designed to operate with varying
levels of autonomy

= that may exhibit adaptiveness after
deployment

= that, for explicit or implicit objectives,
infers, from the input it receives, how to
generate outputs such as predictions,
content, recommendations, or decisions
that can influence physical or virtual
environments. (Article 3(1))

This definition is intentionally broad and
intended to cover a wide range of Al systems,
including both complex generative Al tools
and more basic systems utilising simpler
techniques, like text matching, knowledge
based responding, and decision trees.

Al systems that fall within this definition will
include stand-alone Al software systems,
systems integrated into a physical product
(embedded), systems used to serve a
physical product without being integrated
into the product (non-embedded), or an Al
component of a larger software system.

Under Article 96 of the Act the EU
Commission must develop guidelines on the
practical implementation of the Act. Article
96 identifies a number of specific elements
which must, in particular, be the subject

of such guidance and this includes the
application of the definition of an Al system
as set out in Article 3(1) - so there may be
further development of this definition over
time.
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How is Al technology classified under the Act

The Act identifies a number of different
classifications of Al technologies, to which
specific obligations will apply:

a. Prohibited: Certain Al practices are
deemed to carry ‘unacceptable risk’ and
are therefore prohibited under the Act.

b. High-Risk: High-Risk Al (HRAI) systems
used in the identified list of “high risk”
contexts. Such systems are permitted but
must comply with multiple requirements
and undergo a conformity assessment
before the system is released on the
market.

(Under the Act, the Commission will
reassess the categorisation of Prohibited
and HRAI systems annually and consider
whether any amendments or adjustments
are needed.)

. General Purpose Al Models: the Act
creates the classification of “general
purpose Al models” (GPAI Models) and
implements rules that apply to the
development and use of such models.

d. Transparency Obligations: The Act also
sets out certain transparency obligations
which are applicable where Al systems
are used for specific, narrow functions,
regardless of the context (e.g. technology
used for the production of “deep fake"
images or audio).

These “purpose-specific” rules are set
out in Article 50 of the Act, so for ease

of reference, we will term them as the
“Article 50 Transparency Obligations”.
This should not be considered as a
separate category of Al system, but rather
an additional set of obligations which will
apply to any Al system which can be used
for the identified functions, regardless of
whether it is a HRAI System, or a general
purpose Al System, or neither.

We provide further detail on each classification
below and summarise the different obligations
that apply to each one under the Act.

A PROHIBITED Al SYSTEMS

The type of Al practices which are entirely
prohibited under the Act are limited to a small
number of use cases which have the potential to
cause significant harm. They are Al systems that:

1. use subliminal, deceptive or manipulative
techniques to materially distort the
behaviour of a person or group or to impair
their ability to make an informed decision
(Article 5(1)())

2. exploit vulnerabilities (such as personality
traits, social or economic situation, age,
physical or mental ability) to materially
distort a person’s or a specific group'’s
behaviour (Article 5(1)(b))

3. involve social scoring evaluations, based on
social behaviour or personal characteristics,
which lead to either (i) unfavourable
treatment in contexts unrelated to the
contexts in which the data was originally
generated; or (i) unfavourable treatment
disproportionate to the relevant social
behaviour (Article 5(1)(c))

4. predict or assess the likelihood of

individuals committing criminal offences,
based solely on the profiling of a natural
person or on assessing their personality
traits and characteristics (Article 5(1)(d))

5. create or expand facial recognition
databases through the untargeted scraping
of facial images from the internet or CCTV
footage (Article 5(1)(e))

6. infer emotions of a natural person in
the areas of workplace and education
institutions, except where such use is
intended for medical or safety reasons
(Article 5(2)(f)

7. engage in biometric categorisation to
categorise individual natural persons based
on their biometric data to deduce or infer
their race, political opinions, trade union
membership, religious or philosophical
beliefs, sex life or sexual orientation; this
prohibition does not cover any filtering
of lawfully acquired biometric datasets,
such as images, based on categorising
of biometric data in the area of law
enforcement;(Article 5(1)(g))

8. use ‘real-time’ remote biometric
identification systems in publicly accessible
spaces, unless such use is strictly necessary
for (i) a search for abduction victims or
missing persons; (i) the prevention of an
imminent or substantial threat to life or
safety (e.g. a terrorist attack); or (iii) locating
of a person suspected of criminal offence
referred to in Annex |l and punishable with
a custodial sentence of at least 4 years
(Article 5(1)(h))

There are some limited exceptions to some

of these prohibitions, set out in Article 5 - for
example, where the relevant Al systems are
used for therapeutic medicinal purposes.




B’ HIGH-RISK Al SYSTEMS

Types of HRAI System

There are two general categories of Al system
which will be considered “high-risk”.

Category 1: The first category is:

= Al systems intended to form part of the
safety component of a product, or

= the Al system is itself a product,

which is subject to the EU harmonisation
legislation listed in Annex | of the Act, and
the relevant product is required to undergo
a safety assessment pursuant to that listed
legislation. (Article 6(1)).

As noted above, pursuant to Article 2(2),
where a HRAI system relates to products
which are covered by the EU harmonisation
legislation listed in Section B of Annex |, only
Article 6(1), Articles 102 to 109 and Article
112 of the Act applies. Accordingly the
legislation listed in Section A of Annex | is the
key list in terms of the obligations which will
arise under the Act.

Section A of Annex | lists 12 pieces of
legislation covering a wide range of products
including machinery, children’s toys,
recreational watercrafts, elevators, personal
protective equipment, radio equipment,
cableway installations, gas fuel appliances,
diagnostic and medical devices.

Category 2: The second category is Al systems
that operate in the areas identified in Annex

Il of the Act. In general these are use-cases
which impact on critical areas of society or
which have the potential to cause significant
harm to the health, safety or fundamental
rights of individuals.
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The critical areas currently set out to Annex lll are as follows:

No. Critical area Further details
1. Biometrics Al systems that are intended to be used for:
= remote biometric identification
= biometric categorisation according to sensitive or protected characteristics, based on the inference of those characteristics
= emotion recognition systems.
“Biometric identification” is the automated recognition of physical, physiological, and psychological human features for the purpose of establishing an
individual’s identity by comparing biometric data of that individual to stored biometric data of individuals in a database (one-to-many identification).
“Biometric data” is physical, physiological or behavioural characteristics which allow unique identification of a natural person - e.g. fingerprints, facial
recognition, eye movement, body shape, voice, heart rate, blood pressure, keystrokes and emotional reactions.
This category does not include Al systems used for biometric verification whose sole purpose is to confirm that a specific natural person is the person
he or she claims to be.
2. Critical infrastructure | Al systems intended to be used as safety components in the management and operation of critical digital infrastructure, road traffic and the supply of
water, gas, heating, and electricity.
3 Education and Al systems intended to be used to:
vocational training . . . . e e
= determine admission to educational and vocational training institutions
m evaluate learning outcomes or assess the appropriate level of education for an individual
= monitor and detect prohibited behaviour of students during exams
4, Employment, workers | Al systems intended to be used:
management and . . . . . . . . " .
——— = for recruitment or employee selection, including for placing targeted job advertisements, screening or filtering applications and evaluating
candidates
employment - . N . ) - . N
= to make decisions affecting work related relationships, including, promotion and termination, task allocation, or for monitoring and
evaluating performance.




Guide to the Al Act | 2024

The critical areas currently set out to Annex Ill continued

Where Providers of Al systems falling into
5. Access to and Al systems intended to be used: one of the critical areas referred to in Annex

enjoyment of Il consider that their Al system does not
- : = by public authorities to evaluate the eligibility of individuals for public assistance benefits and services, including healthcare services and L. K
essential private and Y P gibility P & pose a significant risk of harm to health,

public services and essential services, 51:|ch as hlousing, t.ale(.:tl.'icity, helating/cooling land internet, as well as to award, reduce or revol:te such b:?neﬁts safety or fundamental rights, they must
benefits = to evaluate the creditworthiness of individuals with the exception of Al systems used for the purpose of detecting financial fraud submit a reasoned notification to the national
supervisory authority that they are not subject
= for risk assessment and pricing in relation to life and health insurance to the requirements applying to “high risk”

systems (Article 6(3)). Such Providers will still
be required to register that system with the
= to assess the risk of a person becoming a victim of a criminal offence EU Database, pursuant to Article 49.

® as polygraphs and similar tools

m to evaluate and classify emergency calls or to dispatch, emergency response services

6. Law enforcement Al systems intended to be used by law enforcement to:

Avrticle 7 empowers the Commission to adopt
delegated acts to amend Annex |ll by adding
or modifying the listed areas or use-cases of

® to evaluate the reliability of evidence
= for profiling of individuals to assess the risk of offending or to profile individuals in the course of investigation of criminal offences

7. Migration, asylum Al systems intended to be used by public authorities HRAI systems.
and border control | hs and similar tool
| |
management as polygraphs and similar tools

® to assess a risk posed by an individual who intends to enter a Member State

= for the examination of applications for asylum, visa, residence permits and any complaints related to the eligibility of a person for migration
status

® in the context of migration and border control management, for the purpose of detecting, recognising or identifying natural persons, with
the exception of travel documents

8. Administration Al systems intended to be used:
Just by judicial authorities in researching and interpreting facts and the law and in applying the law
| |
democratic processes Judicl res inr rent interpr s ! !

m for influencing the outcome of an election or referendum or the voting behaviour of individuals This does not include Al systems used to
organise, optimise and structure political campaigns from an administrative and logistic point of view.
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Obligations of Operators in respect of HRAI systems

The obligations of each category of Operator in respect of HRAI Systems are summarised below:

/
Operator type: PROVIDERS

Obligations

The most onerous obligations in respect

of HRAI Systems are placed on Providers.

All HRAI systems must comply with a set

of requirements set out in Chapter Ill,

Section 2 of the Act (Articles 8-15). Some

of these requirements are described in quite
general terms but Article 8 provides some
general guidance, stating that the expected
compliance actions should take account of
the intended purpose of the HRAI System as
well as the existing state of the art. Providers
are responsible for ensuring each of the
requirements set out in Article 8-15; together
with a number of additional obligations which
are referenced in Article 16. It's helpful to
provide a short summary of each obligation:

i. Risk Management System (Article 9):
Providers must establish and document
a risk management system in respect of
the relevant Al system and ensure it is
maintained throughout the lifecycle of
the system, through updates and regular
testing. The risk management system
must involve:

m ensuring appropriate data-preparation
measures, such as annotation, labelling,
cleaning, updating, enrichment and
aggregation

= the identification and evaluation of
reasonably foreseeable risks to health,
safety or fundamental rights

= the evaluation of other possibly
arising risks based on analysis of the
data gathered from the post-market
monitoring system required under
Article 72

m jdentifying risks of potential biases
which could impact on fundamental
rights and appropriate measures to
prevent such biases

m taking additional protective measures
where data-sets involve special category
data

» the adoption of appropriate and
targeted risk management measures to
address the risks identified

Data and data governance (Article 10):
Where HRAI systems are developed
using techniques that involve training
of Al models with data, Providers must
ensure that the data sets used for
training, validation and testing comply
with the requirements of Article 10.
Article 10 sets out a number of broad
data governance and management
practices including:

Where HRAI systems are developed
without using techniques involving

the training of Al models, the data
management requirements of Article 10
will still apply to the data sets used for
testing.

iii. Technical Documentation (Article 11):
Providers must ensure that, before a
HRAI system is placed on the market or
put into service, appropriate technical
documentation is prepared which sets
out all of the elements described in
Annex IV. This includes:

® assessing the availability, quantity and
suitability of the data sets that are
needed for the identified purpose

m 3 general description of the Al system
and its intended purpose

= details of various elements of the Al system
and the process of its development (e.g
a description of the system architecture,
explaining how components build on or
feed into each other)

® 3 description of the current risk
management system

The technical documentation must be kept up
to date and document relevant changes made
to the system throughout its life cycle (Article
11).

iv. Automated Event Logging (Articles 12 &
19): HRAI systems must be technically
developed in such a way so as to allow
for the automatic recording of certain
events (‘logs’) over their lifetime.
Providers must ensure that their HRAI
systems have logging capabilities which
record events relevant for:

» identifying situations that may result in
the system presenting a risk or lead to a
substantial modification of the system
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Obligations of Operators in respect of HRAI systems

l/
Operator type: PROVIDERS

= facilitating the post-market monitoring
referred to in Article 72

= Deployers to monitor the operation of
the system in accordance with Article 26

= Under Article 19, the automated logs
discussed above must be kept for a

»

»

information on the characteristics and
capabilities of the system, including:

its intended purpose

the level of accuracy, robustness and
cybersecurity against which the HRAI
system has been tested and validated

= the human oversight measures referred

to in Article 14

= the computational and hardware

resources needed, the expected lifetime
of the HRAI system and any necessary
maintenance and care measures

and perform consistently in those
respects throughout their lifecycle. The
European Commission must encourage
the development of benchmarks
and measurement methodologies in
consultation with relevant stakeholders.

viii. Transparency information (Articles 16,

m 3 description of the mechanisms
and 48): Providers must ensure that there

included within the HRAI system that

period appropriate to the purpose of the
HRAI system of at least 6 months unless

¥

any foreseeable circumstance, which

otherwise provided under Union law.

v. Provision of Information and Instructions
to Deployers (Article 13): Providers must
ensure that HRAI systems are designed to
ensure that their operation is sufficiently
transparent to enable Deployers to
understand a system's output and use
it appropriately. HRAI systems must be
accompanied by instructions for use
that include concise, complete, and clear
information that is relevant, accessible and
comprehensible to deployers (Article 13).
The instructions for use must contain:

= the identity and the contact details of
the Provider and, where applicable, of its
authorised representative

¥

¥

¥

may lead to risks referred to in Article
9(2) (Risk Management System)

where appropriate, any information that
is relevant to explain and interpret its
output

where appropriate, any information
relevant to its performance regarding
specific persons or groups of persons

where appropriate, specifications for
the input data, or any other relevant
information in terms of the training,

validation and testing data sets used

any changes to the HRAI System which
have been pre-determined by the
Provider at the moment of the initial
conformity assessment

allows Deployers to store and interpret
the logs in accordance with Article 12

vi. Human Oversight (Article 14): Providers

must ensure that HRAI are designed and
developed in such a way so that they
can be effectively overseen by natural
persons during the period in which the
Al system is in use. The level of oversight
must be commensurate to the risks, level
of autonomy and context of use of the Al
system.

vii. Accuracy, Robustness and Cybersecurity

(Article 15): Providers must ensure that
HRAI systems are designed in such a way
that they achieve an appropriate level of
accuracy, robustness and cyber security

ix. Accessibility (Article 16): Providers must

is information provided on the HRAI
system itself (or if that is not possible,
on its packaging or accompanying
documentation) which provides:

= the Provider's name, registered trade
name or trade mark and the address at
which they can be contacted

= the CE marking to indicate conformity
with the Act, (in accordance with Article
48)

ensure that the HRAI system complies
with accessibility requirements under
Directives (EU) 2016/2102 and (EU)
2019/882







